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Code -Reuse

ḺCode -Reuse uses small code pieces: gadgets

ḺROP gadgets:

ḺEnd with a ret instruction

ḺJOP gadgets:

ḺEnd with a jmp instruction
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Ʒłǅ

ƍƗǟΫƷĜǧ̝ΫƷ̳Ƽƴ̴
ƍƗǟΫƷľũ̝Ϋ̳ƷƼƴϖˡǧ˩̴
ŷƍƴƷľũ
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Control Flow Integrity

ḺṪ>ȴǈɸɸȜǥṫ Ǭǳȍǳȿɸǳɸ
Ḻ!ð«èḼ EMåḼ ǥǈȿǈɰȜǳɸḽ

ḺµǈȰǳ ǳʬɭȴɊȜʆɸ ȖǈɰǬǳɰ

Ḻ>ɊȿʆɰɊȴ fȴɊʧ uȿʆǳȎɰȜʆʭ
Ḻ>Ɋȿɸʆɰʎǥʆ >ɊȿʆɰɊȴ fȴɊʧ gɰǈɭȖ ṓ>fgṔ
ḺuȿɸʆɰʎȽǳȿʆǈʆȜɊȿ ʆɊ ǳȿȍɊɰǥǳ >fg
Ḻ>ɊǬǳṟɰǳʎɸǳ ʆǳǥȖȿȜɯʎǳɸ ɸʆɊɭɭǳǬ
ḺðɊɰɰʭḼ ʭǳɸḼ èÂå Ȝɸ ǬǳǈǬ
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1. Userspace CFI defenses
How does CFI look like in an everyday system?



What We Will Learn

1. Userspace CFI defenses
How does CFI look like in an everyday system?

2. Bypassing CFI
How can we exploit programs protected by CFI  schemes?



ĞȖǈʆ Ğǳ ĞȜȴȴ «ǳǈɰȿ

ᶡṁąɸǳɰɸɭǈǥǳ >fu Ǭǳȍǳȿɸǳɸ
oɊʧ ǬɊǳɸ >fu ȴɊɊȰ ȴȜȰǳ Ȝȿ ǈȿ ǳʦǳɰʭǬǈʭ ɸʭɸʆǳȽṝ

ᶢṁ=ʭɭǈɸɸȜȿȎ >fu
oɊʧ ǥǈȿ ʧǳ ǳʬɭȴɊȜʆ ɭɰɊȎɰǈȽɸ ɭɰɊʆǳǥʆǳǬ Ǥʭ >fu  ɸǥȖǳȽǳɸṝ

ᶣṁ>ẫẫɡᶠ >ɊɰɊʎʆȜȿǳɸ 
uȿʆǳɰȿǈȴɸ ǈȿǬ ɸǳǥʎɰȜʆʭ Ɋȍ >ỆỆ ǥɊɰɊʎʆȜȿǳɸṜ



What We Will Learn

1. Userspace CFI defenses
How does CFI look like in an everyday system?

2. Bypassing CFI
How can we exploit programs protected by CFI  schemes?

3. C++20 Coroutines 
Internals and security of C++ coroutines.

4. Coroutine Frame -Oriented Programming
Using coroutines to bypass CFI.



Userspace
CFI Defenses



ḺMemory corruption vulnerabilities overwrite code pointers

Memory Corruption

ɭɊȜȿʆǳɰḻ ȎɊɊǬfʎȿǥṓṔ

ǟƗũľŚƗƗľ\ǋƎĸ̯̰
̱
̜̜̜

̲



ḺMemory corruption vulnerabilities overwrite code pointers

Memory Corruption

pointer: evilFunc ()

ǟƗũľŚƗƗľ\ǋƎĸ̯̰
̱
̜̜̜

̲

ǟƗũľłǟũƁ\ǋƎĸ̯̰
̱
̜̜̜

̲



ḺMemory corruption vulnerabilities overwrite code pointers

ḺTwo main types of code pointers:

ḺBackward -edge

ḺForward -edge

µǳȽɊɰʭ >ɊɰɰʎɭʆȜɊȿ



ĞȖǈʆ Ȝɸ >fu

ǟƗũľř̯̰
̱

Ś̯̰̟
̲

Backward -edge



What is CFI
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Backward -edge
Control Flow 
Integrity

fɊɰʧǈɰǬṟǳǬȎǳ
>ɊȿʆɰɊȴ fȴɊʧ 
uȿʆǳȎɰȜʆʭ



>fu þʭɭǳɸ

Coarse -grained CFI Fine -grained CFI

- Security + Security

+ Performance - Performance
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Ḻ>ɊǈɰɸǳṟȎɰǈȜȿǳǬ >fu

ḺoǈɰǬʧǈɰǳṟǈɸɸȜɸʆǳǬ

ḺþʧɊ ɭɰɊʆǳǥʆȜɊȿɸ Ȝȿ Ɋȿǳḻ
Ḻ=ǈǥȰʧǈɰǬṟǳǬȎǳḻ ðȖǈǬɊʧ ðʆǈǥȰ

ḺfɊɰʧǈɰǬṟǳǬȎǳḻ uȿǬȜɰǳǥʆ =ɰǈȿǥȖ þɰǈǥȰȜȿȎ ṓu=þṔ

Intel CET



Intel CET
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uȿʆǳȴ >Mþ ṓðȖǈǬɊʧ ðʆǈǥȰṔ
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Intel CET (Shadow Stack)
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Intel CET (Shadow Stack)
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uȿʆǳȴ >Mþ ṓðȖǈǬɊʧ ðʆǈǥȰṔ
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Intel CET (Shadow Stack)

ḺåɰɊǥǳɸɸǳɸ ǈȴȴɊǥǈʆǳ ǈ ǬǳǬȜǥǈʆǳǬ ȽǳȽɊɰʭ ɰǳȎȜɊȿ ǤǳȍɊɰǳ 
ǥǈȴȴȜȿȎ ȽǈȜȿ

ḺfʎȿǥʆȜɊȿ ṣǬȴṣǥǳʆṣɸǳʆʎɭṣȍǳǈʆʎɰǳɸ

Ḻuȿɸʆɰʎǥʆɸ ʆȖǳ Ȱǳɰȿǳȴ ʆɊ ǈȴȴɊǥǈʆǳ ǈ ɸȖǈǬɊʧ ɸʆǈǥȰ
ǈɰǥȖṈɭɰǥʆȴǬɊṈǈɰǥȖṈɭɰǥʆȴṈᶦᶤ ɸȖɸʆȰṈɭɰǥʆȴɸȖɸʆȰṈɸǳʆʎɭǈȴȴɊǥṈɸȖɸʆȰ

ḺþȖǳɰǳ ȜɸɊȿǳɸȖǈǬɊʧɸʆǈǥȰɭǳɰʆȖɰǳǈǬ

ḺþȖȜɸ ɸȖǈǬɊʧ ɸʆǈǥȰ ɰǳȎȜɊȿ Ȝɸ ȽǈɭɭǳǬḼ Ǥʎʆ ʆȖǳ ɭɰɊǥǳɸɸ 
ǥǈȿȿɊʆ ɰǳǈǬ Ɋɰ ʧɰȜʆǳȜȿʆɊ Ȝʆ
Ḻ¨ǳɰȿǳȴ ĝµ!ḻ ĝµṈðo!EÂĞṈðþ!>¨
ḺåþMḻặṈå!gMṈèĞ ỡ Ṉå!gMṈð!ĝMEṈEuèþĤ



Intel CET (Shadow Stack)

ḺFor an application to be SHSTK enabled:
ḺCPU Support: Intel 11 th gen (Tiger Lake)

ḺKernel Support: Linux 6.6, Windows 10 19H1

ḺCompiler support: 

ḺGCC 8.1

ḺLLVM 11 

ḺMSVC 16.7

ḺApplication must be compiled with ṷfcf -protection=full (Linux) or 
/CETCOMPAT (Windows)

https://h3xduck.github.io/cfi/2025/06/26/enabling -intel -cet.html

https://h3xduck.github.io/cfi/2025/06/26/enabling-intel-cet.html
https://h3xduck.github.io/cfi/2025/06/26/enabling-intel-cet.html
https://h3xduck.github.io/cfi/2025/06/26/enabling-intel-cet.html
https://h3xduck.github.io/cfi/2025/06/26/enabling-intel-cet.html
https://h3xduck.github.io/cfi/2025/06/26/enabling-intel-cet.html


Intel CET (Shadow Stack)

ḺEɊǳɸ >Mþ ðȖǈǬɊʧ ðʆǈǥȰ ɭɰɊʆǳǥʆ ɭɰɊȎɰǈȽɸ ǈȎǈȜȿɸʆ ǈȴȴ ȰȜȿǬ Ɋȍ ǈʆʆǈǥȰɸṂ



Intel CET (IBT)
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ƁłĜǟł
Ʒłǅ
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uȿʆǳȴ >Mþ ṓu=þṔ
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Intel CET (IBT)

ḺLimited availability
ḺWindows: Not implemented

ḺLinux: enforcement only in the kernel since 5.18

ḺCoarse -grained CFI
ḺWe still can use gadgets starting with endbr64



ḺCoarse -grained CFI still prevents classic code -reuse

ḺROP

ḺJOP

ĞȖʭ Ȝɸ >ɊǈɰɸǳṟgɰǈȜȿǳǬ >fu ʎɸǳȍʎȴṂ

ƴƗƴΫƷĜǧ
Ʒłǅ

ƍƗǟΫƷĜǧ̝ΫƷ̳Ƽƴ̴
ƍƗǟΫƷľũ̝ΫƷ̳Ƽƴϖˡǧ˩̴
ŷƍƴƷľũ

*(supposedly)



ḺuȿɸʆɰʎȽǳȿʆǈʆȜɊȿ ȍɊɰ ǳʦǳɰʭ ȜȿǬȜɰǳǥʆ ǥǈȴȴṇȭȽɭ

ḺĞȜȿǬɊʧɸ ɸʎǤɸʆȜʆʎʆǳ ȍɊɰ u=þ
Ḻ>ɊǈɰɸǳṟȎɰǈȜȿǳǬ

CFG: Control Flow Guard

call qword ptr [binary!__guard_dispatch_icall_fptr]

call qword ptr [rdi]



>fgḻ >ɊȿʆɰɊȴ fȴɊʧ gʎǈɰǬ



>fgḻ >ɊȿʆɰɊȴ fȴɊʧ gʎǈɰǬ

ω__guard_dispatch_icall_fptrensures that the call target is valid

ḺIf yes, make the call

ḺIf not, abort the process

ḺUses a 2-bit map

CFG: Control Flow Guard

!ƭƭƻǿŜŘ ƛŦ мсπōƛǘ ŀƭƛƎƴŜŘ



ω__guard_dispatch_icall_fptrensures that the call target is valid

ḺIf yes, make the call

ḺIf not, abort the process

CFG: Control Flow Guard

zFÓ«F ˤˣ̡ĀũƎFǧłĸ̞
ƍƗǟΫΫΫΫΫƷĜǧ̝ƷƼƴ
ƍƗǟΫΫΫΫΫƶǢƗƷľΫƴǅƷ̳ ƷĜǧϖˢˡŤ̴̝Ʒķǧ
ƍƗǟΫΫΫΫΫƶǢƗƷľΫƴǅƷ̳ ƷĜǧϖˢ˩Ť̴̝ƷƼũ
ƍƗǟΫΫΫΫΫƶǢƗƷľΫƴǅƷ̳ ƷĜǧϖˣˡŤ̴̝Ʒľũ
ƴǋƼŤΫΫΫΫƷķƴ
ƁłĜΫΫΫΫΫƷķƴ̝̳ ƷĜǧ̻ʕ ˩Ť̴



ḺµǳǬȜʎȽṟȎɰǈǬǳ >fuḻ ȴǈǤǳȴ ǤǈɸǳǬ
ḺfȴǈȎ ṷȍɸǈȿȜʆȜʷǳỊǥṺ̶ȜǥǈȴȴȜȿ >ȴǈȿȎṇ««ĝµ

ḺMǈǥȖ ȍʎȿǥʆȜɊȿ Ȝɸ ǈɸɸȜȎȿǳǬ ǈ ǬʭȿǈȽȜǥ ʆʭɭǳ
ḺðȜȎȿǈʆʎɰǳḻ ɰǳʆʎɰȿ ʆʭɭǳḼ ǈɰȎʎȽǳȿʆ ʆʭɭǳɸ

««ĝµ >fu ṓǥ̙ṟȜǥǈȴȴṔ

ũƎǅΫżũƁƁ̯ƴũľ͂ǅƴũľ̝ΫũƎǅΫƼũŚ̰

ũƎǅΫƼǨƼǅłƍ̯ĸƗƎƼǅΫĸŤĜƷ̧Ϋĸ̰

ũƎǅΫƴǋǅƼ̯ĸƗƎƼǅΫĸŤĜƷ̧ΫƼ̰

ũƎǅΫĸƁƗƼł̯ũƎǅΫřľ̰
ũƎľ͂řǋƎĸ̯̰̟


